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Editorial

A t the International Data Spaces Association (IDSA), 
we have been engineering data spaces for over five 

years. When we imagine what the landscape will look like 
five years in the future, we can see that data spaces are 
going to perform an almost magical transformation of busi-
ness and life – if, that is, we make the right decisions to 
enable this change to happen. 

  The data space paradigm shift  

Data spaces are designed to provide data sovereignty – the 
ability of data providers to control how and by whom their 
data is used. This is a great benefit and changes the game 
for the data economy of the future. But let’s first look a little 
deeper: Why are data spaces better for data sharing?

I would focus on the paradigm shift that data spaces repre-
sent. “Data sharing” commonly refers to more traditional 
models of data exchange, most often between a restricted 
number of businesses, without the explicit participation of 
individuals. This type of data sharing typically takes place in 
centralized platforms and closed or strictly controlled net-
works.

In contrast, data spaces are open and flexible, though still 
regulated by shared principles and standards – and they 

The magic of 
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scale seamlessly, without the need for dedicated agree-
ments, as long as the shared principles are respected.
 
Data spaces also provide greater interoperability than tra-
ditional data sharing and offer shared services to their par-
ticipants.
 
By their nature, data spaces do not require physical data  
integration, but support distributed data stores. This means, 
data spaces are a federated network, where data can stay 
with the provider while only metadata is shared – or it may 
be that data is not shared at all and only algorithms travel. 

 
  The added value of data spaces  

Data spaces are the level playing field of Europe‘s data strat- 
egy: They enable interoperability. They contain and combine 
all kinds of data endpoints: from smart objects, data mar-
ketplaces, cloud platforms, individuals, open data sources, 
data benches... everywhere. Importantly, the value of data 
spaces grows through the proliferation of participants and 
data sources.
 
Once implemented and brought to life, data spaces can  
deliver several dimensions of added value for business  
ecosystems. We have already learned that they can make 
data sovereignty and fair data sharing a reality. They can 
also deliver on all the promises offered by the data econo-
my. They can reduce transaction costs and foster data value 
creation and hence enable new services, products, busi- 
nesses, and innovation.

 
  Do you believe in magic?  

Data spaces are a kind of magic that make business, econo-
mies, and life dramatically better. 

 
And they already exist – not yet on a broad scale, but in 
discreet economic sectors and domains. And a lot of con-
vergence and harmonization has already been achieved by 
organizations like the International Data Spaces Association, 
BDVA, Gaia-X, MyData, iSHARE and FIWARE. At IDSA, our goal 
is to see the magic grow until the entire European economy 
is reaping the benefits.
 
The future and harmonized governance for data spaces must 
be a holistic one. Sharing data is not only a technical chal-
lenge and an entrepreneurial risk; it also requires legal con-
ventions and operational guidelines. 
 
For this to work, companies and ecosystems have to adopt 
reusable, generic “building blocks” that can be used across 
domains and industries, and with them create data spaces 
that deliver on the value proposition mention earlier. These  
building blocks work together to ensure interoperability and 
trust. They allow data to gain value and they enable data 
spaces to have a uniform governance structure. 

More specific components can be used where it is neces- 
sary for domain specific requirements. Existing norms,  
standards, and best practices should be used to ensure  
cohesion of building blocks. 
 
This allows individual participants to join different data 
spaces, use data in multiple contexts and scenarios, and be 
part of multiple data value chains. 
 
All that’s needed now is for more participants – companies, 
research organizations, and interested individuals – to join 
the effort to build data spaces. That’s when the magic will 
really begin.

Sincerely,
Lars Nagel
CEO, IDSA



20

23

26

28

29

31
Catena-X:

into uncharted 
territory 

The data economy’s 
golden rule (book)

IDSA Rule Book: 
operational guidelines 

for data spaces

How data spaces 
are built – mobility 

leads the way

Data move people – 
mobility data spaces

Data sharing in a 
data space

Data sovereignty 
and the European 

Data Governance Act

Start-ups on 
the move

6

16

18

8
Meet our 
members 

10

14

15

New projects

How media designer 
Nafis Shadman found 
beauty in technology

IT professional Anil 
Turkmayali manages 
IDSA’s open-source 

landscape

Data spaces: 
a concept that 
became reality

Briefly

Cover story

How to build 
data spaces



PILOT

LIVE

CASE COMMITTED

LEAD-IN Manufacturing

Energy

Mobility

Automotive

Smart City

Cross-domain / Other

Supply Chainn

MMITTED

D-IN

PILOPILOOTOT

VEVELIVLIV

34

40

42

44

46

48

50

53

54

56

58

60

35

38

32

Plug – test – go!
The IDS reference 

testbed

Southern 
expansion 

Sophie Proust joins 
the IDSA board 

Sovereign data  
ecosystem  

& future value chain  
development

BDVA, FIWARE, Gaia-X  
and IDSA launch 

alliance to accelerate  
business transformation 

in the data economy

T
R

U
S

T

Bright minds

Adding trust to 
data spaces:  

IDS certification Exploring IDS

Piloting a dynamic 
and inclusive smart city 

on a foundation of 
trusted data sharing

NTT testbed on data
governance and 

sovereignty across 
countries and 

companies 

Horizontal supply 
chain collaboration

“The beauty of data 
spaces is that they are 

a joint effort” 

Diamonds in the rough:  
the data space radar

Readying Turkish 
industry for 

the data economy

IDSA position paper on  
data spaces: from 

basic functionality to 
functional

business models

Making manufacturing 
more productive with 

data sharing

“At last,
together again”

62

IDSA and Gaia-X:  
a shared approach  
that paves the way  
to data sovereignty



6

Briefly

Start-ups on 
the move

One of IDSA’s stated missions is to provide opportunities for small 
and medium-sized enterprises – not just larger ones. IDSA has specifi-
cally invited start-ups to share the benefits of participating in the new 
IDS data ecosystem being created today. We spoke with four of them.

What are the biggest challenges  
in the fields of data sharing, data 
spaces, and data sovereignty 
currently, and how might start-
ups contribute to solving these 
challenges? 

Marcus Schmitt: Currently, the mind-
set is concerned with centralizing data 
– everyone wants to collect data and 
own the data. This is, of course, totally 
against the idea of data sovereignty.

Thorsten Reitz: Changing the mind-
set, understanding that you don‘t have 
to own data to benefit from it is one 
issue. The main thing I notice is that 
data owners lack the ability to decide  
how they should share their data and 
how to come up with appropriate  
license conditions. 

Also, there is a lot of data available 
from various sources, but it‘s very frag-
mented, and a lot of the data owners 
question whether their data should be 
made accessible and whether sharing 
it adds value. 
 

Can start-ups help to advance  
education, technological applica- 
tions, and potential economic  
value regarding data sharing?

Sylvain Le Bon: Start-ups are small 
and may have limited impact in terms 
of education, but they can provide 
proof of concepts and create exam-
ples with very little investment. 

Marcus Schmitt: They have the unique  
opportunity to be bold, try new things, 
and quickly bring them to market, 
whereas it would be difficult, for  
Google, for example, to make a com-
plete change, such as transitioning 
from centralized to decentralized 
data. It’s also totally against their busi-
ness model.

Thomas Plank: To prove the econom-
ic benefit of data sharing itself, we 
need to move from the discussions, 
content papers, POCs, and MVPs to 
production cases. If you can prove 
that a company can significantly bene- 
fit economically when sharing data, 

it would be a no-brainer for them to 
just follow the path. Start-ups can ex-
ecute at a faster pace and validate use  
cases, which then can be shared with 
the community and might be of inter-
est to larger companies.

We are setting up a playground where 
companies can easily participate, test, 
and validate data management to help 
accelerate new use cases and prove 
the economic benefit of data sharing.

Thorsten Reitz: Start-ups can demon-
strate that data may be used in a sur-
prising range of ways. For example, 
there’s a window cleaning company 
that used aerial oblique imagery to 
quickly estimate the time needed 
to send their cleaners to different  
locations. Then they automated that 
process. It’s something that nobody  
expected from that type of data. A 
start-up can look at things in a new 
way, increase the value of the data, 
and even exceed the expectations of 
the data owners.
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Data sovereignty and the use of 
personal and industrial data is 
a huge topic today. Do you see a 
difference between European and 
U.S. markets’ attitudes towards 
data sovereignty?

Marcus Schmitt: We see a huge dif-
ference. Google and large enterprises 
are all about collecting data. But we 
think there’s a very good opportunity to 
serve the U.S. market in the medium- 
term at least, or in the long term for 
sure. 

Thorsten Reitz: The key principle 
of being able to share data without  
giving up control applies to quite a bit  
of industry in North America, such as 
with forestry and the environmental 
data community. There are a lot of 
large companies with their own data 
who would benefit from an approach 
where they could pool data for build-
ing ML (machine learning, Ed.) models 
and the like. That being said, the regu-
latory environment and also company 
structures are quite different, so it‘s 
certainly not a copy and paste situa-
tion. We’ll need to apply the pieces 
that work.

How can IDSA help you in your 
business as a start-up?
Sylvain Le Bon: IDSA is a very good 
environment for finding partners and 
people who have a vision of what they 
want to do with data spaces. We‘re 
looking forward to creating partner-

ships and finding interesting use  
cases. We’re also excited about finding 
where we can add value with proof 
of concepts. We hope to work with 
partners to get grants and conduct  
research and development together. 

Thomas Plank: What‘s key for start-
ups is visibility within the community 
and making connections with the rele-
vant stakeholders of the major players 
– knowing how to find the right con-
tact person to discuss your topic with. 
It can take a few weeks until you find 
the right contact.

Marcus Schmitt: It‘s difficult for large 
clients and corporations to find solu-
tions for data sovereignty, because 
there are so many possibilities. You 
could do a Google search, but if IDSA 
can be the Connector to clients or 
potential clients searching for advice 
and solutions, that would be fantastic. 
So, we bring the SSI (Server Side In- 
cludes, Ed.) capability and the use 
cases for different industries, and 
through IDSA’s mediating role, these 
industries can contact us.

Thorsten Reitz: I’m realizing how 
much data harmonization plays a 
role across all of the different com-
munities and use cases in IDSA. The 
environmental and spatial data work 
we have done for so many organiza-
tions might also apply to other areas, 
such as transport logistics. It would be  
really interesting to get into a discus-
sion about our tools and methods and 
see where they might be applicable 
elsewhere.

I would really like the environmental 
data community to grow within IDSA.
In the past, the focus has been mostly 
on industry and health, but environ-
mental issues are adjunct to all of that. 
There‘s going to be much stricter regu-
lation about emissions, for example. 
Environmental data will play a large 
role in decision making at all levels. 
 

Sylvain Le Bon
Startin‘blox

Thorsten Reitz
wetransform

Thomas Plank
Tributech 

Marcus Schmitt 
myEGO 
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RRI (Robot Revolution & Industrial IoT Initiative)

Japan is doing more than perhaps any other country to transform its 
manufacturing sector into a robotics-driven industry. To accelerate 
this process, large Japanese manufacturers from various sectors have 
formed the RRI.

RRI stands for Robot Revolution & Industrial IoT Initiative (RRI). This 
private-led, organizational platform has the goal of promoting the 
“Robot Revolution” throughout Japan and beyond. Prompted by the 
national robot strategy articulated by the Japanese government, RRI 
wants to drive smart manufacturing further, utilizing digital and network 
technology, advanced sensors, and artificial intelligence.

Ultimately RRI aims to make resources available to manufacturers that 
enable them to participate in the Internet of Things. With the help of 
shared data usage, Japanese companies of all sizes will be able to 
increase automation and meet customer demand in an individualized, 
targeted fashion.

These goals are entirely in line with those that the German government 
has articulated in its Plattform Industrie 4.0. Japan and Germany share 
a vision of industrial production based on collaboration as well as free 
and secure data exchange. For that reason, joining IDSA was an obvious 
decision for RRI. The use of IDS standards will not only help to acceler-
ate the revolution of manufacturing in Japan but will also enable secure 
data exchange between the two countries.

The collaboration between RRI and IDSA is a monumental step toward 
the global adoption of the IDS standard of data exchange.

Meet our members 

International Data Spaces could never happen without the cooperation of all members. 
Our members are IDSA: They lead our steering committee, working groups, and 
task forces, and they head our communities and adoption initiatives. They play key 
roles in the organization itself. 

These members are renowned research institutions and associations, medium-sized 
companies, and large enterprises. Here we introduce two out of a total of 147. 

Briefly
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myEGO

In the new digital economy, consumers are constantly asked to verify their 
identity. Whether you rent a car or apply for a mortgage, you have to go through 
a complicated, multi-step process of collecting and supplying confidential 
personal and financial information. You can never be sure where your data goes 
or how it’s being used.

Marcus Schmitt and his partners at myEGO have taken on this problem and are 
providing a safe and individualized solution. “We are seeking to revolutionize 
the relationship between customers and companies through an innovative and 
sustainable onboarding approach,” said Mr. Schmitt. 

myEGO is a cell phone app that helps you retain complete control of your data 
while making identity verification seamless and easy. Your individual data points 
– e.g., your ID card, driver‘s license, banking information, vaccination proof, and 
the like – are verified, validated, or attested by third parties through the myEGO 
platform. Multiple uses of these verified user data assets can be linked across 
ecosystems and services, eliminating data silos.

In essence, with the help of myEGO, the customer has verified identification data 
on his phone that can be easily reused on multiple occasions. No other party will 
have the ability to use the data without consent and the consumer has a verified 
digital identity at his or her disposal.

Of course, this requires that the multiple networks in which the consumer 
operates are standardized and compatible. Which is why myEGO has chosen to 
adopt IDSA at a very early stage.

“myEGO envisions that the future of an individual‘s personal data will be based 
on their self-sovereign digital management. IDSA believes in a secure, sovereign 
system of data exchange in which all participants can realize the full value of their 
data,” said Mr. Schmitt.

The convergence of goals is impossible to miss. With the help of IDSA, myEGO 
users can provide secure identification for use cases as varied as public transpor-
tation, smart mobility, banking, or insurance, and never lose control of their data.

9

Briefly
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New projects

FlexiGroBots

In the future, robots will help farmers to cultivate their 
fields more efficiently and in a more environmentally 
friendly way. The project “FlexiGroBots“ aims to enable 
robot manufacturers, engineers, and service providers 
to build multi-robot systems for the agricultural indus-
try. To this end, an innovative platform is being devel-
oped to enable the use of robotics through three large-
scale pilot projects across Europe. The platform both 
offers services for the semi-autonomous operation of 
multi-robot missions and constitutes an Agricultural 
Data Space (ADS) that enables the exchange, process-
ing, and trading of agricultural data. It brings together 
various actors so they can mutually benefit from each 
other’s data. The platform is based on the IDS Refer-
ence Architecture. With this first project in the agricul-
tural sector, IDSA is seizing the opportunity to create a 
reference data space for the industry.

Eur3ka

The pandemic has shown the importance of the immediate availability of medical supplies and 
equipment, and of the rapid repurposing of production. Eur3ka - European Vital Medical Supplies 
and Equipment Resilient and Reliable Repurposing Manufacturing as a Service Network for fast 
Pandemic Reaction - is developing a coordination framework and reference architecture for medi-
cal production, and cross-sector manufacturing networks that enable production and supply chain 
capabilities and medical knowledge to be connected on demand.

This requires intensive data exchange and secure, sovereign data spaces based on the IDS archi-
tecture. The field is currently in the spotlight, so there is an opportunity to use IDS as a technical 
platform and to exploit application potentials beyond the project.

HEALTH-X dataLOFT

The healthcare sector is highly regulated, with 
good reason: Health data is considered to be 
worthy of special protection. Most data from the 
health sector are locked in proprietary systems 
that hinder the data’s pooling and secondary use. 
With dataLOFT, citizens are the focus of the pro-
vision, use, and control of their own health data 
within the framework of a health data space. 
Their health data will be integrated in a legiti-
mate, open, and funded dataLOFT platform and 
made accessible according to Gaia-X standards.

The project’s goal is to create an ecosystem of 
health applications with dataLOFT that builds on 
the data sovereignty of citizens and patients as 
users and donors of health data. It will thus con-
tribute to dataLOFT’s broad acceptance and high 
economic relevance.

Briefly
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PAIRS

The Corona pandemic has shown that politics and busi-
ness lack reliable recommendations for dealing with 
crises. The PAIRS (Privacy-Aware, Intelligent, and Resili-
ent Crisis Management) project will make it possible to 
forecast the effects of crisis situations with the help of 
trusted data sharing based on the IDS standard. 

The project consortium is developing an open data 
structure to anticipate both initial crisis events and the 
reactions of various actors using artificial intelligence 
(AI) hybrid technology in a cross-domain data space. To 
effectively support crisis management with AI, the ap-
plications being developed must correctly capture the 
evolution of crisis situations. This involves overcoming 
the frequent lack of data and keeping existing data 
constantly up-to-date, all while maintaining data priva-
cy and sovereignty. PAIRS solves these challenges with 
a decentralized platform architecture that allows ac-
cess to relevant data while guaranteeing data privacy. 

DOME 4.0

The Digital Open Marketplace Ecosystem (DOME) 4.0 offers 
an industrial data marketplace ecosystem based on open 
science and open innovation principles. principles. This en-
ables B2B data sharing and the creation of new products, 
processes, and services based on the IDS Reference Architec-
ture. The multi-sided ecosystem will be open to all providers 
and users of data and aims to facilitate maximum knowledge 
extraction with the help of ontology-based, semantic data in-
teroperability and modern data processing technologies.

The DOME 4.0 data ecosystem will span the industrial value 
chain, from materials to manufacturing, and will provide for-
mal, ontology-based documentation for open yet confidential 
data spaces applicable to ongoing and future projects.

BD4NRG

The Horizon 2020 project BD4NRG – Big 
Data for Next Generation Energy – aims to 
unlock and exploit the economic potential 
of big data in the energy sector. The increas-
ing decentralization of the energy system 
is unveiling an enormous opportunity for 
energy stakeholders to leverage big data 
and AI technologies to improve decision 
making. There are, however, some barriers 
to the exploitation of this potential, such as 
the lack of standardized big data architec-
tures for smart grids and regulatory frame-
works prohibiting data sharing.

BD4NRG will develop a data-driven ref-
erence architecture for AI-based scal-
able big data management and ana-
lytics for smart energy grids. The refer-
ence architecture will align IDSA, Big Data 
Value Assiciation (BDVA), Sitra, and FIWARE 
architectures to enable B2B multi-party 
data exchange, while providing full inter-
operability of leading-edge big data tech-
nologies with smart grid standards and 
operational frameworks. IDSA will contrib-
ute to the definition of the Smart Energy ref-
erence architecture and will lead the stan-
dardization and clustering activities.

Briefly
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EUHubs4Data

EUHubs4Data – the European federation of Data Driven Innovation 
Hubs (DIHs) – aims to be the European reference for data-driven inno-
vation and experimentation. They intend to foster collaboration in an 
ecosystem of European data-driven initiatives, and to draw their solu-
tions together in a global catalogue of data services, thereby demon-
strating how data can be shared across borders and sectors.

EUH4D will establish a reference data space for the creation of real busi-
ness data spaces.

To support this process, IDSA is implementing a data space complete 
with all components and an IDS-oriented governance model. This will 
achieve interoperability between business and public data sources and 
data infrastructures. 

IDSA is also supporting DIHs as they become ‘IDS interoperability test-
beds’. They will benefit from IDS expertise and tested IDS components 
to help companies set up data spaces.

Thus, DIHs will become multipliers which not only demonstrate how a 
data space and its components are implemented and function, but also 
outline the business benefits of a data space and guide companies to 
generate concrete, data-based business models.

MERLOT

MERLOT – Marketplace for Lifelong educational data spaces and smart service provisioning – 
will be a secure data space for educational data within the Gaia-X ecosystem. To establish data 
sovereignty, interoperable services based on IDS will be certified according to their compliant 
data usage and provision. The implemented services will be interconnected to create data-
secure, AI-powered digital assistants that support learners in education, career guidance, and 
career planning. By incorporating, for example, voice-based interfaces and augmented and 
virtual reality technologies, highly complex educational data can be made accessible in an 
intuitive and playful way, optimizing not only the transfer of knowledge but also the user 
experience.

Briefly
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Zero-SWARM

Zero-SWARM - zero-enabling Smart netWorked control framework for Agile cyber physical pRo-
duction systems of systeMs - enables smart networked control frameworks for agile, cyber- 
physical production systems. They focus on the eco-design and operation of CPSoS (Cyber- 
Physical System of Systems) in real-life applications across diverse manufacturing sectors, with 
a mission to achieve climate-neutral, digitized production utilizing multidisciplinary, human-
centric, objective-oriented approaches. 

At the core of its concept, Zero-SWARM has established a unique forum where separately 
maturing technologies – including mobile connectivity and cloud-edge continuum, data tech-
nologies and analysis (data spaces and Gaia-X), and operational technology – can break out of 
their silos to co-design and co-create. They also have a tailored engagement program geared 
towards a wide audience, including collaboration with digital innovation hubs and key initia-
tives in Europe. 

With a strong emphasis on creating learning materials to develop new talents, Zero-SWARM 
will contribute significantly to the build-up of European leadership in sustainable data-driven 
manufacturing.

Fraunhofer InDaSpacePlus

Bringing relevant data together unlocks new potentials in terms of process optimization.  
InDaSpacePlus, a Fraunhofer project focusing on the production of green hydrogen, has  
demonstrated this by integrating power production data and real-time market and weather 
data to create an Energy Data Space allowing the harmonization of energy production and 
consumption.

In this project, the energy produced by the 8-megawatt Fraunhofer Institute for Wind Energy 
Systems IVES wind farm in Bremerhaven is used to operate an electrolyzer installed at the 
power-to-gas research center of Fraunhofer IEE in Bad Hersfeld, located about 400 km away. 
However, this only occurs if enough wind power is available and the wholesale electricity price 
lies under a certain threshold, otherwise feeding the power into the public grid would be more 
profitable.

Such harmonization of energy production and energy consumption can be best achieved by an 
Energy Data Space – an ecosystem for data sharing and exchange that not only provides the 
necessary functionality but also state-of-the-art technical standards ensuring data security and 
data sovereignty. An IDS Connector is used to feed the data space with production data from 
the wind farm making it available for all systems involved.

Briefly
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A s a media designer, Nafis con-
tributes to different projects in 

IDSA, including brand identity, illus-
trations, publication graphics, videos, 
and motion graphics. Banners and 
website graphics are also part of the 
activities that keep her busy on a daily 
basis. Her aim is always to make the 
visual representation of projects more 
appealing.

Nafis has always had an eye for the 
visual: Art has been a passion and an 
important part of her life for as long 
as she can remember. This was her 
motivation for studying information 

and communication design at univer-
sity. Ironically, though, that wasn’t the 
path she set out on at first, when she 
started to study electronics at the Uni-
versity of Applied Sciences in Aachen, 
and planned to become an engineer. 
During that time, Nafis often found 
herself doodling, painting, or photo-
graphing. One day she stopped and 
asked herself if she really wanted to 
be an engineer or if she would be bet-
ter off pursuing what she really likes. 
She is so glad she chose the latter.

That day, Nafis decided to drop out 
of engineering and start studying 

art. The decision wasn‘t easy for her 
at first, and the road was sometimes 
bumpy. Today, she is convinced that 
her inner drive gave her the energy to 
stick with it. Nafis graduated with top 
grades and a wonderful, intercultural 
bilingual book project for her thesis.

“The best thing about following your 
passion is that the whole world seems 
to understand and appreciate it. If you 
work with your heart and aren‘t afraid 
to go the extra mile, you‘ll get close to 
your maximum potential.“

One of her first jobs as a media de-
signer at IDSA was the corporate 
and website design for the research 
project Eur3ka. The project aims at 
repurposing manufacturing for vital 
medical supplies and equipment. The 
idea is to enhance personal skills, in-
novation, and industrial value chains 
to fight pandemics like Covid-19. For 
Nafis, it is a wonderful feeling to be 
involved in such an important project. 
The world needs to learn and prepare 
for future pandemics, and Eur3ka 
makes that possible. Her contribu-
tions to the EUR3KA project are just 
part of her daily work at IDSA. Nafis 
loves the dynamic, lively atmosphere 
of the association and the challenge 
of the different design projects that 
come her way.

No matter what stage of life or work 
she is in, what motivates Nafis is her 
curiosity and burning desire to learn 
more. This is the core value that helps 
her expand her skills and prepare for 
the future and the challenges that 
come with it.

How media designer 
Nafis Shadman found 
beauty in technology

Briefly
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A nil is a senior project manager
in IDSA’s technology and archi-

tecture team. He is involved in the ma-
nagement of IDSA’s open-source land-
scape and works in several European 
projects on behalf of the association. 

Anil was born and spent most of his 
life in Istanbul, where he studied 
communication design and earned 
a Master’s degree in communication 
studies. He has been involved in the 
IT industry for more than 14 years. 
He considers himself an all-around 
IT professional and has held various 
positions dealing with many aspects 

of the industry including product 
development, business planning and 
development, project management, 
and commercialization. 

The products Anil has contributed to 
have not only been accepted by the 
market but have also made a differ-
ence and have even changed estab-
lished norms. He has witnessed this 
several times throughout his career, 
and these start-up successes, as well 
as some failures, have been deeply 
formative. He has now reached the 
point in his career when he can look 
at things from the end user’s point 

IT professional 
Anil Turkmayali manages 
IDSA’s open-source 
landscape

of view, in other words take the user-
oriented approach. This is a key prin-
ciple of his professional life. 

Since 2014, he has been involved in 
international R&D projects in the IT 
industry that have led to creative and 
successful outcomes in various mar-
kets, such as educational technology, 
healthcare, and gaming. On these 
projects, he has had a chance to work 
in close collaboration with organiza-
tions in Europe, North America, and 
Asia. He really values this period of 
his life, as he is a strong believer that 
one learns better in a diverse work en-
vironment, where you cooperate with 
people from different cultures and 
professional backgrounds. 

One of the toughest and most fre-
quent challenges Anil has encoun-
tered during his career has been the 
conservative approach towards sha-
ring data. He was therefore thrilled to 
join the team at IDSA at the beginning 
of 2021. Now he has the opportunity 
to contribute to projects shaping the 
future of sovereign data sharing and 
the data economy, on a European and 
international level. 

Anil strongly believes that sharing and 
creating interactions among various 
data types leads to the generation of 
greater value. His mission is for all of 
us to work to design the secure and 
collaborative environment which en-
courages people to share data in con-
fidence. It’s a challenge he loves being 
a part of.

Briefly
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Data spaces:  
a concept that  
became reality

T he year 2021 will be remembered as the year in which 
IDS-based data spaces were implemented. What has 

been a theoretical concept for several years is now estab- 
lished as the de facto standard for business.

What happened? Simply put, we have learnt that data spaces 
are a game changer for the data economy. Able to share data 
with unknown partners and data endpoints, companies can 
now co-create and exploit the true value of their data in a 
flourishing ecosystem. It’s an exciting time.

A paradigm shift in data management
When the internet was created, big companies both gov- 
erned and dominated data sharing networks. Now, feder- 

ated data spaces are giving everyone the same opportunity  
to share their data on equal terms. This evolution began  
years ago with the advent of blockchain technologies. Only 
now have the major players implemented the paradigm shift. 

Those with their finger on the pulse are sensing a real chance  
to scale up. Tech companies are shifting their offerings to 
open, multi-cloud solutions such as Gaia-X. Many OEMs 
have realized that they can only survive in the market if they 
operate in a network. To do this, they need new rules and  
mechanisms that give all users equal and transparent ac-
cess to data. This is where IDS comes in: The IDS Connector  
enables secure and trustworthy data sharing for all partici-
pants in a federated, open network.
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The magic triangle
IDSA as reliable base for data spaces

De facto standardization has already taken place
Concrete examples for the implementation of the IDS stan-
dard are the Mobility Data Space, Catena-X and the Smart 
Connected Supplier Network (SCSN). This is just the begin-
ning: Promising data spaces are emerging everywhere – and 
we monitor their trajectories with our data spaces radar. 
These frontrunners have spurred incredible momentum 
over the past year.

The IDS standard is not only technologically smart: IDSA also 
has broad acceptance in business, research, and politics, as 
demonstrated by our incredible results this year. We have 
launched an open-source community that is continuously 
developing and updating the IDS standard. We have helped 
shape the Design Principles for Data Spaces, a unique paper 
that describes holistically what data spaces look like and how 
they are run. Meanwhile, the continuously evolving IDSA 
Rulebook focuses on the governance of data spaces.

In parallel, we are scouting the market, entering into incred-
ible liaisons and stepping out onto the European stage. Our 
involvement in the Team Data Spaces, Data Space Business 
Alliance (DSBA) and Gaia-X has led us to become an opinion 
leader in the field.

IDSA’s magic triangle
Our common task will be to certify all relevant components 
and to transfer the development projects into a continuous 
and transparent lifecycle. To do this, we need a regular heart-
beat: a process for tracking and implementing requirements. 
That‘s why we enter liaisons, why we have the data space 
radar, and why we have our communities. This is where we 
decide which new concepts and technologies will flow into 
the Reference Architecture Model (RAM).

These 3 elements: The RAM, the certification scheme, and the 
open-source building blocks, comprise the magic triangle. 
The RAM is the blueprint for data spaces, providing detailed 
specifications of all the required roles and components. The 
certification scheme delivers conformity to the RAM, so that 
partners can make informed decisions about whom they 
share their data with. The open-source building blocks are 
needed to implement the IDS standardization. They enable 
even non-IDSA members to participate in our project – vital 
if IDS is to enter commercial setups. 

In sum, the magic triangle provides everything needed 
to share data in confidence. In this way, we can make IDS 
sustainable and resilient for the industry, allowing more and 
more data spaces to be created, fueling the engine of the 
new data economy.

TRUST
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Data exchange and data processing along 
the data value chain:
Data spaces unlock the value of data.

Data user and data consumer: The data consumer is a device that 
processes data on behalf of the user. The data is offered by data 
providers per their usage policies and with confidence in the data’s 
quality and reliability. This is how data delivers its value. This too is 
data sovereignty.

Certified for trustworthiness
A rigorous, transparent certification process ensures trust of 
participants and components within the data space.

Data owner and data provider: The data provider is a device that 
transfers the owner’s data to the data space via the IDS Connector. 
It allows others to use the data while retaining control over who, 
how, when, why and at what price. This is data sovereignty, the basis 
for unlocking the value of data.

Data sharing in 
a data space
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Vocabularies provide standardized descriptors for data based on 
accepted best practices.

Broker provides information about data sources in terms of content, 
structure quality, currency and other features.

Identity Provider creates, maintains, manages and validates identity 
information of and for participants in the IDS.

App Store provides applications that can be deployed in IDS Connectors 
to execute tasks like transformation, aggregation or data analytics. 

Apps are executed from the App Store in the trusted environment of the 
IDS Connector. Apps perform tasks such as transactions, aggregations or 
analysis of the data.

Data spaces are where sovereign data 
exchange happens
The IDS standard enables trustworthy data exchange among certified data 
providers and recipients, based on mutually agreed rules. Data spaces 
improve cooperation, lower the barriers to entry and enhance innovation.

IDS Connectors are data gateways
The IDS Connector is a dedicated software component that allows 
participants to attach usage policies to their data in a data space, enforce 
the usage policies and seamlessly track data provenance. The Connector 
acts as a gateway for data and services and as a trusted environment for 
apps and software.

Clearing House is the clearing and settlement service for all data 
exchange and financial transactions within the IDS.
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W hat kind of world do we 
want to live in tomorrow? 

The question arises also when it 
comes to data – both personal and 
non-personal – and how it should 
be dealt with. The European Data 
Governance Act (DGA) now offers 
the opportunity to define clear  
rules on how to use data respon- 
sibly as it is shared and exchanged 
between various parties.

Many experts agree that the DGA 
has the potential to become a global 
standard for data usage – just like the 
General Data Protection Regulation 
(GDPR) has for data privacy. Being 
a central element of the European  
Strategy for Data, the DGA aims at 
sustainably establishing the concept 
of data sovereignty, which in turn 
will pave the way for European data  
spaces to emerge on a large scale,  
making secure and trustworthy data 
sharing and exchange between or-
ganizations and individuals the new 
normal.

Need for data sovereignty
As more and more data is being  
shared and exchanged between dif-
ferent parties, rethinking how data 
should be dealt with is becoming in-
creasingly important. To illustrate this, 
it may be helpful to look back at the 
year 1948, when the United Nations 

General Assembly ratified the Univer-
sal Declaration of Human Rights. Just 
as we could ask ourselves what the 
world today would look like if these 
human rights had not been declared 
back then, we can ask ourselves today 
what the world in 2048 will look like 
if the issue of data sovereignty is not 
properly addressed and solved now.

With digital transformation of the  
global economy and the societies 
around the world speeding up every 
day, human rights are increasingly 
being threatened. This is especially 
true for global superpowers, such as 
the USA (where business rules upon 
data and how it is dealt with) or China  
(where power over data is in the hands 
of the regime). In Europe, however, ini- 
tiatives like the DGA and GDPR focus 
on the individual citizen or organiza- 
tion and their right to have control 
over their data.

Soft infrastructure as a framework 
for data sovereignty
The common framework for turning 
data sovereignty into reality is pro- 
vided by a distributed soft infrastruc-
ture. Based on this soft infrastructure, 
multiple parties can share and use 
data in a secure and trustworthy envi-
ronment, with the data owner always 
staying in control of their data. The 
soft infrastructure allows establishing 

agreements between organizations 
and individuals on how to share, man-
age, and use data. Such agreements 
then allow, among other things, the 
reuse of public data efficiently and 
the private, secure exchange of data. 
The soft infrastructure for data sover-
eignty can be compared to GSM, the 
international standard for second- 
generation digital cellular networks 
used by mobile devices, providing an 
open framework for all actors in the 
market.

Common standards, rules, 
and regulations
While the soft infrastructure provides 
the overall framework, data spaces 
enable open and fair transfer of data in 
certain segments. In other words, while  
there may be an unlimited number 
of data spaces for certain industries 
– mobility, healthcare, manufacturing 
etc. – or even very concrete application 
areas, the soft infrastructure works as 
a link embedding each of these data 
spaces in the context of common stan-
dards, rules, and regulations. 

Each data space provides a secure and 
trustworthy data ecosystem in which 
data can be freely shared and ex- 
changed, as long as all parties com-
ply with the rules and regulations  
agreed upon. Unlike former concepts 
developed and established for cross- 

Data sovereignty  
and the European  
Data Governance Act

How to build data spaces
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organizational data exchange, which 
typically favor a centralized approach 
and exclusive participation, data 
spaces are open, dynamic, and flex-
ible ecosystems aiming at creating fair 
competition (or at best: coopetition) 
across Europe’s economy.

Data spaces governance in 
the European Data Governance Act
To ensure innovation and continuity in 
the long run, the interest, input, and 
energy of private and public actors 
need to be balanced. The DGA is the 
first enabling governance framework 
for European data spaces to be estab-
lished.

The DGA creates the de facto ‘soft 
infrastructure’. It proposes a two-tier 
governance structure: A governance 

entity required for each data space 
and an overall governance organiza-
tion concerned with common aspects 
of data space interoperability and 
data sovereignty. Furthermore, the 
European Commission envisages the 
development of a general authoriza-
tion framework for the so called ‘data 
intermediaries’. Data intermediary is 
the general term for a party (e.g., a 
broker, marketplace operator, or facili-
tator) that organizes the sharing and 
exchange of data between all actors, 
both organizations and individuals.

In November 2021, the trilogue nego-
tiations between the European Par-
liament and the EU member states 
were concluded, paving the way for 
final approval of the legal text by the 
European Parliament and the Council.

Challenges to address
The main challenge now is to take 
the Data Governance Act and turn it 
into a hands-on tool to clearly define 
responsibilities and accountabilities. 
To do so, focusing on data sovereignty 
and the soft infrastructure is mission 
critical. This is mainly a matter of 
coordination, not so much a technical 
challenge. All parties involved in this 
process should now agree on a com-
mon language, so that key terms and 
concepts can clearly be defined, and 
common goals achieved. To drive this 
endeavor from a regulatory perspec-
tive, two central entities should be 
established: a Data Exchange Board 
and a Data Innovation Board.

The position paper ‘Design Principles for Data Spaces’ under-

lines the importance of data spaces and though the sovereign 

sharing of data in creating the future data economy. It has 

been developed under the coordination and leadership of Task 

Force 1 lead by International Data Spaces Association of the 

Horizon 2020 project “OPEN DEI – Aligning Reference Archi-

tectures, Open Platforms and Large-Scale Pilots in Digitizing 

European Industry” with the collaboration of more than 40 data 

spaces and industrial domain experts representing more than 

25 organizations from 13 Horizon 2020 projects and related 

initiatives.

https://design-principles-for-data-spaces.org/ 
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A s one of the most impor-
tant industries in the world, 

the automotive sector has be-
gun sharing data across the en-
tire value chain. The project  
“Catena-X”, a game changer for the 
digital economy, is enabled by IDS 
technology. Oliver Ganser, Program 
Manager Data Driven Value Chain,  
Hagen Heubach, Global Vice President 
Industry Business Unit Automotive at 
SAP, and Stefan Ettl, Domain Architect 
at BMW Group, provided insights on 
the challenges of building a data eco-
system for the entire supply chain.

The COVID-19 crisis has presented 
industries from all sectors with their 
own unique challenges. But the auto-
mobile industry has been hit particu-
larly hard. First, demand plummeted 

amid lockdown after lockdown. And 
when demand bounced back, there 
were severe short-term shortages of 
parts and components – most notably, 
semiconductors.

 All industry partners 
 integrated 

The situation was a wake-up call for 
the industry. “It sent a clear message 
to us to stick together in the things 
that make us more resilient,” says  
Oliver Ganser. The challenges promp-
ted the European automotive industry 
to step up its efforts to collaborate 
better across the value chain.

In order to weather situations like the 
current one, he believes there can 
be no BMW, Volkswagen, or Daimler  
solution; only an industry solution. All 
industry partners, from suppliers to 
recycling providers to OEMs, need to 
be better integrated. Key to such inte-
gration in the digital economy is equal 
access to data. Only through improved 
data exchange by all industry play-
ers can supply chains be made more  
robust.
 
The efforts to achieve such seamless 
data sharing have led to the rapid 
growth of Catena-X, the new data- 
sharing network for players at all  
levels of the automotive industry.  
Catena-X is based on the IDS stan-
dard and the data infrastructure 
Gaia-X. “This is a fully collaborative  

approach. It’s not you against me,” says  
Hagen Heubach, Global Vice President  
Industry Business Unit Automotive at 
SAP, one of the technology partners 
of Catena-X. “It’s putting Europe first 
and it’s putting the industry first. And  
every company will benefit.”
 

 A major driver for innovation 

With the IDS standard as the essen-
tial infrastructure basis, Catena-X will 
be an extensible ecosystem in which 
all participants retain full sovereignty 
over their data. These ecosystems pro-
vide a degree of access, security, and 
control for participants that has the 

potential to become a major driver of 
innovation in the new data economy.
 
For the automotive industry, with its 
complex supply chain and distribu-
tion structure, as well as the major 
transformations it faces in the coming 
years, a data infrastructure is crucial.  
“There are pressing topics on the  
table, for which we need to find an-
swers,” says Heubach.
 
No single player in the industry is in a 
position to find these answers on their 
own. Facing the challenges of the auto- 
motive industry requires, as Ganser 
says, “a shared burden approach with 
as many partners as possible.”
 
The goal, according to Ganser, is to 
create the “first data-driven value 

chain as an industry platform.” In 
the future, Volkswagen and BMW,  
Siemens and SAP, small and medium- 
sized suppliers, and service providers 
will participate as equal partners in an 
industrywide platform that will enable 
sustainability, streamline supply and 
improve the customer experience.  
Ultimately, it will put the European  
automotive industry in a strong posi-
tion to compete with Asian and Ameri-
can competitors.

 

With the IDS standard as the essential infrastructure  

basis, Catena-X will be an extensible ecosystem in  

which automotive manufacturers and suppliers, dealer  

associations and equipment suppliers, including the  

providers of applications, platforms and infrastructure, 

can all participate equally.

How to build data spaces
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 The Eclipse Dataspace 
 Connector 

A crucial step forward for Catena-X 
has been the adoption of the Eclipse  
Dataspace Connector, which links 
enterprises from all domains to  
virtual data spaces. In the Catena-X 
data space the participants that might 
be data providers, data users, and  
intermediaries will leverage all differ- 
ent technological components that 
allow cross-company data sharing 
while adhering to European data  
sovereignty principles. One of the 
most important technological com-
ponents of such a data space is the 
Connector, which links the individual 
participants and provides the end- 
point for data sharing. 

As Stefan Ettl from the BMW group 
describes it: “The Eclipse Connector 
is an open, vendor-neutral technology 
that enables sovereign data sharing 
in a multi-cloud environment.” This 
solution will allow companies to use 
their existing technology while partici- 

pating in multiple data spaces. With the  
Dataspace Connector, a good baseline 
has been developed to apply the IDS 
concepts in use cases and make them 
suitable for industry.
 
This is the first time that an exten- 
sible, portable, platform-independent, 
multi-cloud framework that supports 
the IDS standard as well as relevant 
protocols associated with the Gaia-X 
project has been created and put to 
the real-life test. The project has the 
potential to be the place for more 
projects around IDS and Gaia-X in the 
future.

 SMEs participate in 
 a network on equal level 

A particular focus in building Catena-X 
and the Eclipse Dataspace Connector 
has been the integration of small- and 
medium-sized enterprises. Catena-X 
allows them to share data and partici-
pate in the network on an equal level 
with major industry players.

This is also why Catena-X has been 
conceived from the outset as an open 
network with solutions ready for 
SMEs, where these companies will be 
able to participate quickly and with 
little IT infrastructure investment. “As 
a mid-size enterprise, you don‘t have 
the means or the time to set up an 
IDS or a Connector on your own. They 
should be able to plug in a switch and 
say, ‘now I‘m part of the network,’“ 
says Heubach.
 
To this end Catena-X is looking to pro-
vide solutions for small- and medium-
size firms within months. This reflects 
the urgency to make Catena-X a reality 
for the European auto industry. And 
the members see themselves well on 
the way. “We are fully ready to ex- 
ecute,” says Heubach. The first indus-
trywide collaboration across the entire 
value chain is rapidly becoming a re-
ality. It stands to become a true model 
for the digital economy of the future.

 Innovation through collaboration: IDS open source 

International Data Spaces are collaborative by nature. Everyone involved wants imple-
mentations to reach the highest quality possible – and IDS open source maximizes the 
possibilities. The open-source environment is efficient, agile, and transparent; it creates a 
collaborative atmosphere that welcomes ideas, contribution requests, and feedback. 

IDS open-source repositories are the place where fruitful discussions happen. You can 
use this opportunity to meet other members of the community, review the code, provide 
feedback, and report bugs.

The implementations of IDS technical components are openly available on IDS GitHub: 

github.com/International-Data-Spaces-Association 

How to build data spaces
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27T he golden rule “do unto those with whom you share 
data as you would have them do unto you” is the ancient 

wisdom underpinning rule books for the new data economy. 
Put simply, a rule book documents participants’ consensus 
on technical, operational, organizational, legal, and ethical  
rules of engagement. It is simple, singular, and efficient  
where bilateral agreements are impractical, numerous and 
time-consuming. There can be no question that rule books 
are the best solution.

Companies will join a data space only if they have trust in the 
given infrastructure, and if they can expect secure, fair, and 
trustworthy transactions with other parties. Rule books are 
capable of establishing trust across data spaces, as they de- 
fine clear rules of operation at all levels of the data ecosys-
tem.

This is exactly what Sitra, the Finnish Innovation Fund, aims 
to achieve with the “Fair Data Economy Rulebook“. The rule 
book offers tools and agreement templates to facilitate data 
network building and has now been used in a pilot project 
for the first time. Partners in the project were SEB, a leading 
Nordic financial services group, and Wärtsilä, a leader in 
smart technologies and complete lifecycle solutions for the 
marine and energy markets. Prior to building up their data 
ecosystem, the two partners signed the rule book. Using the 
checklists and other elements of the rule book, they were 
able to shape and concretize the data ecosystem bit by bit, 

from clarifying technical procedures to agreeing on legal 
provisions. 

Similar to Sitra’s rule book, IDSA developed a rule book 
covering all aspects relevant for ensuring secure, fair, and 
trustworthy cross-organizational data sharing – both within 
sector-specific data spaces and across data spaces of differ-
ent industries.

Data spaces guided by rule books thus allow companies to 
achieve three major goals: increase revenue as sharing data 
and establishing new business models allows offering new 
products and services, lower cost, as existing systems can 
be used, avoiding the need for developing an own solution, 
and reduced risk, as rule books significantly lower potential 
threats and dangers otherwise occurring in cross-company 
data exchange.

Rule books written and read by humans must be seen as one 
of several critical components when it comes to establishing 
data spaces – and as only a first step towards bringing regu-
lation into data ecosystems. For the future, we can conceive 
of solutions capable of “understanding” electronic systems 
directly. Laws and other legal provisions could then serve as 
a basis for data space rule books, as they follow a certain 
logic, the way a programming language does. This way, sys-
tems would have the potential to perform automated nego-
tiation and conclusion of clearly defined agreements.

The data economy’s 
golden rule (book)

By sharing data with each other, companies have the chance  

to enter new areas of business and develop new, innovative 

business models. At the same time, sharing data with partners  

and even competitors is both a technical challenge and an  

entrepreneurial risk. That is why trust is key in unlocking the 

potential of cross-company data sharing. Rule books are  

crucial to building trust in data spaces.

How to build data spaces



28

IDSA Rule Book: 
operational guidelines 
for data spaces

T he IDSA Rule Book is an essential element to make IDS-
based data spaces work in a real-world scenario. It 

covers technical, operational, and legal arrangements. This 
makes the IDSA Rule Book the first port of call for implemen-
ting and managing data spaces.

Peer-to-peer data exchange, data marketplaces, digital eco-
systems – these are different approaches to data sharing. 
What they have in common is that they all need secure tech-
nologies and usage policies that govern and enforce data 
usage control. The IDS initiative is not simply fulfilling this 
need; it provides a technological standard and a universal 
legal framework to create data-driven business ecosystems 
where data can be exchanged securely and in a standardized 
way, without losing control of one’s data.

The key requirement to make this a reality is to have a set 
of rules and policies governing it in a decentralized way. 
It is obvious that a data space could not function without 
clear administrative processes, managing for example the 
admission and certification of new participants. Neither 
could it work without maintenance processes such as change-
management procedures, which make sure that the data 
space is resilient and adapts to future situations.

All these rules and policies are contained in the IDSA Rule 
Book. It describes the technical, operational, and legal agree-
ments that enable data spaces to be operate in real-world 
scenarios. The IDS initiative acts as a provider of infrastruc-
ture for data spaces to facilitate the standardization and 
control mechanisms. Imagine not a single data space, but 
multiple data spaces, not a single certification body but a 
federation of certification bodies, and so on. In this scenario, 

the Rule Book will represent the first point of contact for the 
implementation, governance, and operational activities of all 
these IDS ecosystems.

The target groups of this document span from developers to 
managers to lawyers, and belong to the whole variety of par-
ticipants in the ecosystem: the essential-service providers, 
the data-user companies, and the data-provider companies.

White Paper | Version 1.0 | December 2020

  Position Paper of members of the IDS Association 

  Position Paper of bodies of the IDS Association

  Position Paper of the IDS Association

  White Paper of the IDS Association

IDSA Rule Book
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How data spaces 
are built – mobility 
leads the way
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I f you spent any time in a major 
European city last year, you were 

able to experience a whole new way of 
getting around. With the help of a new 
app called FreeNow you could find  
within seconds the best and fastest 
way to reach your destination, using 
any combination of transportation, 
taking into account traffic conditions, 
train delays, and even the weather.

On a sunny day in Berlin perhaps, 
FreeNow would have recommended 
taking the e-scooter to the S-Bahn, 
the S-Bahn to the city limit and then 
a car-share to your friend’s house in 
the country. On a rainy weekday in the 
late afternoon, you might have com-
bined a taxi service with the S-Bahn on 
a route that avoided rush hour traffic.

The app is not only a convenience to 
users; it is also a huge boost to solving 
inner city traffic problems and making 
transportation more sustainable. The 
development of the app, however, was 
an immense logistical challenge. It  
required data sharing and compatibi-
lity from an array of sources as varied 
as public transportation, police up-
dates, bike share providers, car rent-
als and even the weather service.

In collaborating with so many differ-
ent data-generators, FreeNow has 
become a proud model use case for 

the Mobility Data Space. It’s a unique 
demonstration of how data sharing 
across various markets and sectors 
can translate into scale for entrepre-
neurs and real value for customers.

“This is a true breakthrough for data 
sovereignty,” said Karl-Heinz Streibich  
of acatech , the German National  
Academy of Science and Engineering 
that supports and advises use cases 
such as FreeNow within the European 
Mobility Data Space.

The European Mobility Data Space is 
one of nine data spaces that the Euro-
pean Commission has designated for 
rapid development across the conti-
nent. Among the nine, the Mobility 
Data Space, based on the IDSA Refer-
ence Architecture, is the most devel-
oped. This makes it the blueprint for all 
other data spaces, including finance,  
agriculture, manufacturing, and energy. 

Within the Mobility Data Space that 
enables applications like FreeNow, the 
advantages of an IDS-based model of 
data sharing become apparent. While 
tech giants such as Google may offer 
similar services, an IDS-based data 
space has several advantages built in.

Participants in the Mobility Data Space 
like FreeNow, car rental companies, 

or even public transportation provi-
ders, can take advantage of full data 
standardization and compatibility – a 
feature that, for example, enables 
FreeNow to work with over 100 differ-
ent cites whose data gathering and 
presentation can range from highly 
sophisticated to very basic. Also, par-
ticipants do not have to worry about 
compliance with privacy or anti-trust 
regulations. Finally, they can be cer-
tain that partners are chosen and 
vetted by a neutral operator. If, for 
example, FreeNow recommends a car 
share, you can be certain that it has 
been chosen solely because it is the 
option that best meets the individual 
transportation needs. 

This neutral oversight is performed 
by acatech, a technology academy 
funded mainly by the German govern-
ment. Acatech has been instrumental 
in building the Mobility Data Space 
and will continue to support its growth 
by providing services and support to 
members from a variety of sectors.

The crucial next step for the success 
of the Mobility Data Space is growth. 
The more participants the space has, 
the better the data pool will be. And 
the better the data are, the higher the 
quality of the services that providers 
will be able to offer.

How data spaces  
are built – mobility  
leads the way

How to build data spaces
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Data move people – 
mobility data spaces
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Data Move People – 

Mobility Data Spaces

M obility today is in a state of transition. Twentieth cen-
tury modes and concepts of transportation have out-

lived their usefulness, but are still largely in place. What is 
required is a radical rethinking of mobility. Travel in the 21st 

century needs to become smarter and more flexible. And the 
key this mobility revolution is the intelligent use of data.

One of the adjustments the industry is making is the re-
conceptualization of what its product actually is. Instead of 
selling units, car makers are beginning to think of themselves 
as providers of mobility services. Instead of selling cars, 
automakers of the future will sell trips. This, however, re-
quires a close collaboration with other mobility and infra-
structure providers as well as a profound understanding of 
the rapidly changing transportation habits. 

This new way of looking at mobility by the auto industry 
is completely in line with the most immediate solution to 
today’s mobility problems of cities: intermodal transporta-
tion. The most convenient, safest, and quickest way to get 
around our cities today is to no longer rely on one mode of 
transportation, but to combine the various available modes 
in a way that meets exact individual needs at any given time. 

The key to this transportation revolution is, again, data. To 
quickly and easily plan a trip, the consumer needs to have 
access to a wealth of data packaged to deliver the precise 
information he or she needs. 

A major obstacle to this is the reluctance, especially of com-
mercial players, to share data. Luckily there are solutions 
available. Initiatives such as the International Data Spaces 
supported by various European governments and the Euro-

pean Union allow for rule-based sharing of data that secures 
data sovereignty for each participant. 

In the paper ‘Data Move People – Mobility Data Spaces’, 
the IDSA mobility community explores in-depth how data 
sharing can transform the future of mobility. It documents 
the manifest advantages of intermodal transportation and 
the idea of mobility as a service, and explores the ways in 
which these advantages can made available to consumers 
and providers alike. The authors lay out the rethinking that is 
necessary to revolutionize transportation and adapt it to the 
challenges of our time. And they discuss the path to imple-
menting a smart system of transportation throughout Euro-
pe and the world using data to the advantage of all players 
and the common good.

How to build data spaces
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IDS certification

How to build data spaces



33

O ur goal at IDSA is to foster the 
emergence of innovative, global 

ecosystems for accessing, using, and 
sharing data. For these data spaces 
to be successful, all participants must 
be able to trust each other. But how 
can we increase trust between organi-
zations that don’t know each other? 
And how can we help ensure that data 
spaces are secure and interoperable?

Today, organizations of all types and 
sizes collect and store huge amounts 
of every kind of data. But data  
doesn’t have any inherent value itself. 
It only gains value when it’s shared 
and transformed into insights, appli-
cations, and services. Sharing data 
brings huge economic and societal 
benefits. But for organizations to feel 
comfortable sharing data, they must 
be able to trust the organizations they 
are interacting with. IDS certification 
helps to bridge the trust gap.

IDSA working group Certification
Certification means that a company 
or organization meets specific secu- 
rity criteria agreed within the Inter-
national Data Spaces Association with 
respect to a particular component or 
operational environment. Compo-
nents and participants of data spaces 
that work according to these stan-
dards can demonstrate this with an 
IDS certificate.

The certification scheme was develo-
ped by the IDSA working group certi-
fication. The main goal of the working 
group is to build trust in IDS, in the 
underlying technologies, and in the 
companies involved in this endeavor. 
A lot of organizations and companies 
have joined the working group in the 
last years. They all contributed to the 
IDS and many actively work on open-
source projects to adopt the standard.

An IDS Connector, for example, is  
based on a complex software stack. 
Developers must integrate the functio-
nal requirements of their infrastructu-
re and different kinds of services, all-
owing data to be processed according 
to the expectations. While many requi-
rements are based on best practices, 
their correct implementation needs to 
be ensured. 

Above all that, the interoperability 

with other IDS components is crucial. 
Certification ensures that all compo-
nents of an IDS ecosystem can inter-
act with each other. In other words, it  
makes sure that IDS is fully interoper-
able.

Trust in the certification standard
The assessment of a developer’s Con-
nector implementation verifies that 
it meets all IDS certification require-

ments. For the applicant, this means 
that they must develop an implemen-
tation in line with the IDS certifica-
tion criteria, so that they can see what 
technical requirements their Connec-
tor must live up to. IDS certification is 
not limited to components. The certifi-
cation can also be granted to compa-
nies regarding their operational envi-
ronment.

Many organizations will not perform 
these assessments themselves. That 
is why transparent processes are so 
valuable. They enable certification by 
independent third parties and help re-
duce the time and effort required for 
an organization to prove its own trust-
worthiness. In this way, they reduce 
the transaction costs associated with 
accessing, using, and sharing data.

Certification helps to scale trust in a 
data ecosystem. Participants of such 

an ecosystem do not need to assess 
the trustworthiness of every other 
participant. They only need to trust 
the common standards that others are 
expected to meet. Certification there-
by improves the value and sustainabil-
ity of data sharing ecosystems.

“If you’re participating in IDS, then you know your data is  

valuable and vulnerable. So you need to be sure your partners 

and collaborators in data sharing are bound by the rules you  

set regarding what can be used, how it can be used, for how  

long and at what price. Certification of participants and core 

components in IDS is what provides you and your partners with 

that confidence and it’s mandatory for participating in IDS.”

Sonia Jimenez Moreno, Senior Consultant Programme Management at IDSA

How to build data spaces
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Validated open source component
behaving according to specification Component to be tested Identity certificate issued by 

the Certificate Authority

Connector
under test

Certificate
Authority

Connector A
(acting as data provider)

Connector B
(acting as data consumer)

Broker

DAPS

Request data 
from connector A 

Provide data 
to connector B 

Register 
own data 
set 

Query 
available 
data sets

Request device 
certificate

Request 
DAT

DAT: Dynamic Attribute TokenDAPS: Dynamic Attribute Provisioning Service

Plug – test – go!
The IDS reference testbed

T he IDS concepts, architecture, and components form 
the standard for sovereign data sharing. To move from 

theory to practice and to achieve large-scale adoption, tech-
nical components must be tested for interoperability com-
pliance. For this reason, we have created the IDS reference 
testbed.

The IDS reference testbed is an open-source setup with IDS 
components that has been jointly developed by the IDSA 
open-source community. The testbed will enable companies 

and organizations to develop IDS-compliant components 
and test them on their interoperability. It is also a prepara-
tory tool for the IDS certification.

The testbed is publicly available and contains the essential 
IDS infrastructure setup (CA, Daps, Meta Data Broker and 
Connectors). Any company or organization that has devel-
oped IDS components can employ them in the testbed to 
check their interoperability and compliance with the IDS 
standard.

How to build data spaces
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T here’s no doubt that we live in 
a time of change. Europe is cur-

rently re-designing its industrial value 
chains; mega-factories are emerging; 
electric batteries and electronics are 
playing an ever-larger role; mobility 
is being transformed; the industrial 
Internet of Things and smart health 
care are blossoming.

Amidst all this change, we are recog-
nizing that the new ecosystems can 
only be globally connected and effi-
ciently articulated around data spaces.

Over the last two decades we have wit-
nessed the rise of the data economy, 
with a multitude of data sources be- 
coming available. Not long ago, how-
ever, the data economy was based 
solely on access to and smart use of 
public, open data, science data, and, 
more recently, the mass exploitation 
of industrial big data. Now, however, 
we are on the verge of a paradigm 

shift towards an economy of data  
sharing or common data. 

While we are beginning to learn how 
to extract value out of our own indus-
trial data to gain industrial competi- 
tiveness, we are also starting to real-
ize that it is extremely unlikely that 
a single platform, let alone a single 
company, will drive the industrial data 
business. Hence, the development of 
new services and products must rely 
on access to common data in the  
industrial environment.

Matching DGA with data sharing 
business culture
With the Data Governance Act and AI 
regulation, Europe is already laying 
the foundations for a European com-
mon data space. However, this policy 
framework needs to be matched with 
a transformation at the industrial level 
toward a data sharing business cul-
ture. 

When industry exhausts its ability 
to extract value out of its own data, 
a common-data explosion becomes 
inevitable. The convergence of data 
infrastructures and soft data space 
services will play an ever-greater role 
in the future. However, it is highly un- 
likely that the B2B common data  
economy will be based solely on the 
access to raw data entities themselves. 

On the contrary, data ecosystems and 
future value chains will most likely be 
developed on the basis of sovereign 
access to well curated and well con-
trolled data endpoints of high quality. 
Hence, there is an urgent need to de-
velop a data-sharing or common-data 
culture.

European data spaces need  
a physical and a soft digital  
infrastructure 
The development of data ecosystems 
should be envisioned as an evolution- 
ary rather than a revolutionary pro-
cess. Data sharing and the data econo- 
my bring challenges that must be  
faced, such as trust and openness,  
interoperability and cost, continu-
ity, and controlled free flow of data.  
These are big challenges, yes, but 
more importantly, they all generate 
necessities. 

In order to avoid a data divide and 
provide truly free access to a European 
common and sovereign data space, 
there is a need for a comprehensive 
digital infrastructure. This should be 
not only physical, but also soft, related 
to all the services required for sover-
eign data sharing between different 
organizations. This must be accompa-
nied by specific industrial agreements 
that will define the governance rules 
of future value chains. 

A well-balanced development of such 
dimensions is the best guarantee 
for the growth of the emerging data 
spaces that the European industry is 
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Global federated
trusted cloud/edge

Connect &
compute

Certified data services
& soft infastructures

Sovereignty
sharing

already putting into place in order to 
maintain leadership of the industrial 
data and intelligence economy. Indus-
try is already collaborating in finding 
an agreement on the design principles 
that should drive the development 
of such data spaces and ecosystems  
under the OPEN DEI task force activ-
ities, which are open to all stakeholders. 

The pathway to a trusted and 
sovereign industrial computing 
continuum 
The materialization of these soft data 
space services can be achieved only 
thanks to the IDSA Reference Archi-
tecture. Through the generation of a  
novel and smart data-sharing ecosys-
tem we are able not just to share the 
data, but, more importantly, to estab-
lish the terms by which such data will 
be shared. 

Coupling the mass adoption of the 
IDS reference model by industry 
with the support of a federated and 
sovereign Gaia-X infrastructure is a 
promising pathway to a trusted and 
sovereign industrial computing con-
tinuum. This can form the basis for 
the development of common data 
and AI-powered industrial services for 
the benefit of the entire economy and  
society. 

Public private partnership
Last but not least, we should not 
underestimate the role that public 
administration will have to play in 
ensuring equal and fair access to a 
future common European industrial 
data space. In the same way that criti- 
cal infrastructures have contributed 
to an economic renaissance, digital 
infrastructures managed by public 

administration will coexist with those 
operated privately to ensure that no 
business is left outside of future value 
chains. 

Public administration may not have a 
big contribution to make in terms of 
data assets, but it will be instrumen-
tal in ensuring that data spaces reach 
the regions that private initiatives are 
not able to reach. Hence, regional and  
national investments in local data 
spaces will be critical in achieving a  
digital cohesion which, in turn, will 
play a fundamental role in business 
and society in the coming decades.

Sandra Olivares and 
Oscar Lazaro, 
Innovalia Association

Business

Strategic industrial
value chain

Data space
assets

Common design
principles

Value Data

Infrastructure

Space
Sectorial Al-powered
services

Boost
competitiveness

Ecosystem 
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BDVA, FIWARE, Gaia-X  
and IDSA launch alliance  
to accelerate business  
transformation in  
the data economy

From left to right: Ana Garcia Robles, Secretary General BDVA/DAIRO; Ulrich Ahle, CEO FIWARE Foundation; Lars Nagel, CEO IDSA; Francesco Bonfiglio, CEO Gaia-X AISBL

Bright minds
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I DSA joined forces with Gaia-X  
European Association for Data 

and Cloud AISBL, the Big Data Value 
Association (BDVA), and the FIWARE 
Foundation to drive the adoption of 
data spaces across Europe and be-
yond. 

The new collaboration, called Data 
Spaces Business Alliance (DSBA), is 
the first initiative of its kind, bringing  
together the necessary industry play-
ers to realize a data-driven future in 
which organizations and individuals 
can unlock the full value of their data. 

Data spaces are key to achieving sov-
ereign, interoperable and trustwor-
thy data-sharing across businesses 

and societies – a key step to the data 
economy of the future. The alliance 
embraces this reality, converging the 
best skills, assets, and experience in 
Europe into a one-stop-shop for data 
spaces, from inception to deployment.
The DSBA represents 1,000+ leading 
key industry players, associations, re-
search organizations, innovators, and 
policymakers worldwide. With this 
cross-industry expertise, resources, 
and know-how, the alliance drives 
awareness, evangelizes technology, 
shapes standards, and enables inte-
gration across industries.

Brokering event for European 
data spaces
In December 2021, the DSBA organ-

ized the ‘Brokering Event for European 
Data Spaces’. Curated under the um-
brella of the European Commission’s 
Digital Europe Programme, the event 
was designed to build European data 
spaces across specific sectors. Compa-
nies and individuals pitched proposals 
for the creation of data spaces in the 
fields of green economy, smart cities, 
health, manufacturing, among many 
others. The idea: Enable participants 
to connect with other industry play-
ers who share the interest of building 
a common data space infrastructure. 
With over 750 registrations and 550+ 
active participants, the response was 
overwhelming.

Pooling the 
members

1,000+ leading key industry players, 
research organizations, innovators, 

and policy-makers worldwide.

Accelerating business transformation 
in the data economy

A common framework, based on 
existing architectures and models, 
leveraging each other’s efforts on 

infrastructure and implementations 
to make data spaces happen.

One voice Sharing  
the expertise

Bringing together data providers, 
users and intermediaries, data  

spaces are key to driving businesses 
to competitively extract value out  

of data.

Bright minds
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H ub facilitators are crucial in accelerating the growth of  
International Data Spaces. Now two new facilitators in  

Bulgaria and Greece are helping to spread IDS throughout 
Southeastern Europe.

Hammocks and fountains offered some relief in Sofia’s 
parks during last summer's heatwave, but extreme weather  
wreaked havoc on systems that make cities function, from 
health care to the electricity grid. While cooling air finally 
spilled into the valley, pressures on cities and regions show 
no signs of letting up.

Experts predict that southeastern Europe will experience 
some of the most extreme temperature increases in the 
world. While firefighters extinguish the forest fires in Greece,  
scientists, researchers, and industry harness digital techno-
logy to collaborate on longer-term solutions and adapta- 
tions for the changing climate. This includes AI for emergency  
management and data analytics for distributed energy  
systems in smart cities.

The Big Data for Smart Society (GATE) in Bulgaria and the 
Centre for Research and Technology Hellas (CERTH) in  
Greece are research centers that have begun tackling global 
problems like these on a community level. IDSA has added 
these two important organizations to its network of interna-
tional hub facilitators that shares knowledge and informa-
tion about International Data Spaces.

The facilitators of IDSA Hubs are not-for-profit organizations,  
operating out of universities or research and technology  
organizations. They work with IDSA on a variety of initiat-
ives to create awareness of data sovereignty, transfer know- 
ledge, recruit new IDSA members, and disseminate IDS- 
based applications. They also foster and coordinate  
research and development projects to further develop the 
IDS standard, even beyond their country borders.

We interviewed Dr. Sylvia Ilieva (director, GATE) and  
Alexandros Nizamis (research associate at CERTH) to hear 
about their current projects and why their organizations be-
came hub facilitators for IDSA. 

How does IDSA relate to your background and interests? 
Sylvia Ilieva: The Big Data for Smart Society (GATE), a joint 
initiative between Sofia University, St. Kliment Ohridski and 
Chalmers University of Technology in Gothenburg, Sweden, 
is the first research hub in Bulgaria and Eastern Europe to 
focus on digital transformation. It works within four distinct 
areas: future cities, intelligent government, smart industry 
and digital health. GATE plays a strategic role for building a 
national and regional data-driven society and economy.

Alexandros Nizamis: CERTH is a leading research organiza-
tion in Greece aiming to promote knowledge creation and 
research, and to contribute to the digitalization of the econo-
my in the country. CERTH is active in R&D on domains such 
as industry 4.0, eHealth, energy, supply chain, robotics etc., 
and it aligns with multi-domain use cases powered by IDS 
technologies. 

How will IDSA contribute to the development 
of the digital economy?
Alexandros Nizamis: In general, the Greek IDSA Hub 
plans to support the acceleration of the economy’s digitali- 
zation, promote the adoption of innovative digital solutions, 
enhance trust among digital ecosystem stakeholders, and 
strengthen human resources with digital skills.

Sylvia Ilieva: By providing advanced digital infrastructure, 
GATE aims to be a recognizable data space with credible  
potential in big data and AI. GATE’s City Living Lab, Digital 
Twin Lab and Visualization Lab are the heart of a vibrant eco-
system where innovative data-driven ideas are generated 
and applied in collaboration with stakeholders. The next key 
step is data acquisition to form a data sharing ecosystem for 
the benefit of the companies, government, and society.

Why are you taking an active part in IDSA?
Sylvia Ilieva: IDSA provides a secure and trustworthy  
exchange of data on a global level. The GATE project must 
be interoperable with the other major EU platforms and be 
compliant to the standard principles as defined by IDSA.

Alexandros Nizamis: IDSA aims to create a digital future 
around the world by unlocking value of the data through 
equal access to secure and sovereign data exchange. IDSA 
provides all necessary means and concepts to create a com-
mon dataspace enabling collaboration and promoting R&D. 

The expansion of IDSA Hubs into the region will greatly facili-
tate cooperation and drive digital innovation – whether by 
harnessing AI for the electricity grid in smart cities like Sofia 
or by coordinating e-health spanning the Greek islands. 

At present there are eight IDSA Hubs around Europe and 
IDSA is actively seeking additional partnerships. Not-for-
profit research organizations stand to benefit from IDSA’s 
existing architecture for regional development. An ever- 
expanding network for securely sharing data will greatly  
improve the quality of the data and the potential value for 
all members.

Bright minds
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R eaching the Olympic podium 
has always required fortitude, 

dedication, and sacrifice, but last year 
the obstacles from the Covid pande-
mic seemed insurmountable. In the 
end, the world’s top athletes inspired 
and united millions around the globe 
with their individual stories of overco-
ming the impossible to break records 
in speed, height, aim, and grace. Yet 
unseen beneath the gravity-defying 
spins and jumps was the one of the 
best organized games of all time, ac-
cording to Olympic historian David 
Wallechinsky. And people like Sophie 

Proust, chief technology officer (CTO) 
of Atos, worldwide information tech-
nology partner for the Olympic & 
Paralympic Games, helped to make it 
all possible by ensuring that the first 
Olympic Games to be delivered over 
the cloud were fully connected, se-
cure, and digitally enabled. 

When everything runs smoothly, no 
one notices. With over 200,000 hours 
in research and development, Atos 
worked behind the scenes to secure-
ly and seamlessly connect athletes, 
spectators, and media outlets so 

 Sophie Proust joins 
 the IDSA board 

that competition and global comrad-
ery could be centerstage. Spectators 
cannot fathom the technological and 
logistical complexities that bring the 
50-meter pool into living rooms across 
continents, but visionaries like Proust, 
equipped with technical expertise, 
make it all possible. She brings that 
exceptional combination of comput-
er science, big-picture planning and 
adept managerial skills to the Interna-
tional Data Spaces Association’s Board 
of Directors. 

Bright minds
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 Sophie Proust joins 
 the IDSA board 

Proust has a proven track record. 
Holding a master’s degree from the 
Ecole Supérieure d’Electricité Supélec 
of Paris, she has worked for over two 
decades in technology development 
with a focus on big data and securi-
ty. Before becoming CTO at Atos in 
January 2019, Ms. Proust was head of 
research and development for the big 
data and cybersecurity division there 
from 2014-19 and headed R&D at Bull 

before Atos acquired the company. 
At Bull, she worked her way up from 
development director in 2000 to Elec-
tronic Board Design Team Manager in 
2004 to Tera100 Project director when 
it became the first system in Europe 
to reach 1 Peteflops in 2011. She is 
also a member of the Atos Quantum  
Advisory Board. Since 2018, she has 
been a member of the board for the 
University of Technology of Troyes 
and joined the scientific board of  
INRIA (Institut national de recherche 
en sciences et technologies du numé-
rique) in December 2020. 

Ms. Proust’s accomplishments at Atos 
align with IDSA’s mission, particularly 
in terms of integration and collabora-
tion, as well as by addressing issues of 
sustainability and ethics in the digital 
economy. One tangible outcome of 
Atos’s drive toward sustainability and 
the goal of net zero is their success in 
reducing the physical servers at the 
Tokyo Olympics by 50 percent from 
previous games.

With the Europewide agricultural 
project FlexiGroBots, Atos, IDSA and  
other partners are building a new  
multi-platform business model con-
necting robot-makers, engineers, and 
service providers to support farmers 
in their day-to-day tasks to lower pro-
duction costs and to deliver bumper 
crops to the consumer. The founda-
tion of this new type of technology- 
driven ecosystem relies on old- 
fashioned trust to share data among 
business partners that transcend 
boundaries from national borders 
to unlikely pairings across industries 

while maintaining sovereignty. Com-
panies like Atos envision and produce 
end-to-end secured as well as decar-
bonized digital transformation. IDSA’s 
globally certified dataspaces engender 
greater potential among partnerships 
where each party feels secure to safely 
share and control their own data. 

“As the leader in secured and decar-
bonized digital, Atos supports our 

customers in their digital transforma-
tion, often leading to the creation of 
ecosystems and enabling secured and 
trusted data sharing,” Ms. Proust said. 
“IDSA is paving the way to those data 
exchanges, and Atos is thrilled to be a 
partner in this initiative.” The collabo-
ration will be mutually beneficial and 
marks another step toward an inte- 
grated, European, federated cloud 
proposition. 

“As the leader in secured and decarbonized digital, Atos  

supports our customers in their digital transformation  

often leading to the creation of ecosystems and enabling  

secured and trusted data sharing.” 

Bright minds
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Exploring IDS

 Piloting a dynamic and 
 inclusive smart city on 
 a foundation of trusted 
 data sharing 
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Exploring IDS

Challenge
In Helsinki, we share the aim of many global cities, to 
be more liveable, sustainable and inclusive. “Smart 
cities” could help achieve these goals by using techno-
logy and data sharing to improve mass transit, waste 
management and other municipal services; enable 
more inclusive participation of citizens in our demo-
cracies; and solve problems like parking, pollution and 
more. But making our cities smarter is complex and 
requires comprehensive multimodal data solutions to 
create broader understanding of heterogeneous data 
assets. The challenge we face is that data markets and 
economies are fragmented, with information isolated 
in systems and devices. Data lakes and spaces together 
with soft infrastructure are here to help, but we need-
ed to figure out how to implement models that are 
scalable and robust enough to be ready for adoption. 

Success
Focusing on decision-making around transportation 
as an area of critical importance, we sought to build 
proof of concept for many-to-many connections that 
could be utilized in a smart city context. Our case 
involved two data lakes – one associated with energy 
use, the other with transportation and logistics. With 
the help of common design principles, ecosystem, a 
layered approach and building blocks, we were able 
to connect different parties together and make trust-
ed and harmonized data sharing a reality. In this case, 
the result could be improved information around 

Piloting a dynamic and 
inclusive smart city on 
a foundation of trusted 
data sharing

decision-making for transportation, but it is easy to 
see how this generalizes to other smart city scenarios 
where acquiring and integrating different data sources 
enables better decision-making, innovation and new 
service creation.

Benefits
» Drives Europe’s data economy
» Next-level adoption and co-creation of value 

with commercial scenarios 
» Fosters neutrality, standards and common 

language to avoid risks and enhance trust
» Helps establish the community and ecosystem 

to foster future innovation

Partners/ecosystem
» VTT
» Vastuu Group
» Gaia-X

Main technology/IDS components
» DAPS 
» IDS Connectors
» Data harmonization and case-specific ontologies 
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Challenge
Data sharing across countries, industries and com-
panies can help solve the major social issues that are 
mentioned in sustainable development goals, as well 
as help create new digital businesses. However, struc-
tural problems such as confidentiality and trust, as 
well as the global trend of data protection, have large-
ly prevented companies from freely sharing and ex-
changing data in ways that would help to solve these 
problems. One important example is climate change, 
and our use case is specifically aimed at this issue.

Success
In order to enable data to flow freely, we have been 
working on ensuring protecting data sovereignty and 
ensuring cybersecurity by using Smart Data Platform 
with Trust. This platform is a data infrastructure, de-
veloped by Japanese telecommunications carrier NTT, 
that enables secure and trusted data sharing based on 
consensus among stakeholders. 

Using the Smart Data Platform with Trust, NTT has built 
a testbed among Japan, Switzerland, and Germany for 
demonstrating a use case of CO2 reduction and circu-
lar economy. This use case visualizes differing power 
consumption for the production of drones at different 
locations. To do this, it uses trusted data exchange 
from manufacturing processes in Germany and Swit-
zerland.

This testbed also demonstrates that data sharing be-
tween Japan and Europe is possible when partners use 
Gaia-X and IDSA’s core technology: the IDS Connector.

NTT testbed on data 
governance and sovereignty 
across countries and 
companies 

Benefits
» Enables trusted and sovereign data sharing 

across international borders, industries and 
companies

» Supports solutions to major global social issues, 
such as climate change

» Enhances cooperative and sustainable value 
creation

Partners/ecosystem 
» Fraunhofer ISST
» NTT Communications
» NTT Software Innovation Center
» Robot Revolution & Industrial IoT Initiative (RRI)
» Switzerland Innovation Park Biel/Bienne
» Siemens

Main technology/IDS components 
» NTT Smart Data Platform with Trust
» IDS Connector (Dataspace Connector)
» DAPS
» OPC UA
» Things Cloud
» MindSphere

Exploring IDS
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Challenge
Today, supply chain stakeholders lack status informa-
tion concerning their material flows, which increases 
their costs. Digitization provides the basis for optimizing 
material flow in supply chains. It establishes transpar-
ency, presents new possibilities for cost reduction in 
the process and helps identify logistic tasks that can be 
outsourced to third-party suppliers. 

Success
Track and trace systems, in combination with digital 
services, can make the full supply chain more success-
ful. Barcodes, 2D-codes or RFID technology can identi-
fy materials. At the same time, the digital services are 
digitizing the logistic processes, for example, repacking 
or validation of material in handling units.

These systems provide every stakeholder with nec-
essary and trustworthy information via the IDS data 
structure. Based on the secure data exchange, further 
data-driven process automation, such as billing pro-
cesses, is visible.

Benefits
» Digitized and trusted transparency of 

material flow in the full supply chain
» Flexibility in generating new business models 

in the supply chain to reduce process costs
» Reduced cost of fixed capital on stock 

Main technology/IDS components 
» SICK track and trace system with digital service
» IDS Trusted Connector
» Data Broker
» Identity Provider
» Corda (Blockchain/distributed ledger)

Horizontal supply 
chain collaboration

Exploring IDS
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 “The beauty of data 

 spaces is that they are 

 a joint effort.” 
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Data sharing is a familiar concept. Could you explain 
to us what is new and different about data spaces?

Edward Curry: Traditional data sharing takes place among a 
restricted number of businesses without the explicit partici- 
pation of individuals. It usually takes place on central plat-
forms that are closed or within very strictly controlled net-
works. It is a rather rigid thing and somewhat limited.

Data spaces are dynamic, open, and flexible. At the same 
time, they still have rules and standards. Those rules and 
standards are critical because they allow data spaces to scale 
without dedicated one-to-one agreements, as long as every-
one follows the agreed-upon principles

When we talk about European data spaces, are we 
talking about an all-encompassing data space for 
the entire continent?

Edward Curry: Ultimately that is our goal. For now. There 
are various data ecosystems that exist around Europe. These 

need to be standardized according to European values, such 
as preserving our participant’s sovereignty, as well as the  
capability to exercise control over your personal and busi-
ness data. This is where Europe really has an opportunity to 
be a guiding light for the world. In Europe, we can show how 
to build ethical data spaces within a commonly accepted  
legal framework. 

When we talk about data spaces, we often speak 
about soft infrastructure. I don’t think that term is 
in everyone’s vocabulary yet. Could you explain 
what that means?

Mariane ter Veen: By soft infrastructure, we mean a set of 
agreements that enable people and organizations to man-
age and share the data they generate. These are agreements  
about the technical, functional, operational, and legal aspects 
of data sharing. All the parties comply with these strict agree-
ments. That way, they can share data seamlessly in a trusted, 
secure, and controlled way. I understand that this can seem 
abstract. So, think about GSM (Global System for Mobile 
Communications, Ed.). Its introduction enabled a world- 
wide ecosystem of telecom providers to develop without 
compromising the end user’s reach and portability. If we ex-
tend this principle to data, that will give us the soft infrastruc-
ture which will rebalance the whole playing field. Remember 
that GSM was initiated in the EU, so we know that we can do 
this. We can create the data equivalent of GSM. 

What would that look like specifically?

Marianne ter Veen: The common soft infrastructure forms 
the foundation of different data spaces. Each data space will 
address the specific needs of a particular center. But be-
cause all data spaces will be built on the foundation of the 
same soft infrastructure, the way we deal with data will be  
shaped by that. We will all have the same user experience and  
remain true to the European values of security, transparen-
cy, and privacy.

Last June, IDSA teamed up with  

other large European players with 

experience in operationalizing data 

sharing. Together, they aim to cre-

ate a single market for data that will  

ensure Europe’s global competi- 

tiveness and data sovereignty. IDSA  

Magazine sat down with leaders 

of this new coalition to discuss the  

benefits of a unified European data 

space and the road map for getting 

there.



52

You are predicting an era of universal data sharing. 
How worried should we be about it and why will data 
spaces make a difference? 

Kai Kuikkaniemi: It’s not the time to be completely relaxed 
but we don’t have to panic either. We are taking really good 
steps towards creating a sustainable digital society. Our 
challenges do not lie so much in technology and process 
knowledge. It’s more about coordination and scale. We need 
some focused teamwork in order to address these chal- 
lenges. At “MyData” we have a slogan: Make it happen and 
make it right. That doesn’t have to mean a compromise be-
tween ethics and business. It has to be a win-win situation. 
We can make our society better and create a good trusting 
relationship between users and other stakeholders while 
creating better data and reaping greater benefits. Hence it 
is crucial that we should focus on creating trust in interoper-
ability challenges. Once we achieve this, people can start to 
relax. 

IDSA and its partners are inviting Europe to work 
together, not just the EU but the entire continent: 
the businesses, the offices, and whoever has a stake in 
all the data spaces that are coming. But what kind of 
support is needed to make these data spaces happen?

Lars Nagel: Data spaces are, by their nature, a joint endeav- 
or. It’s a completely different paradigm than data sharing. 

With data spaces, you can make use of all data in any data-
sharing ecosystem, and ultimately this will transform the  
digital economy across Europe and worldwide. And data pro-
viders always have control over their data, including whether 
to participate in the first place. People can hop on and hop 
off the boat, as they please. If they are on the boat, they can 
feel comfortable and safe, they can go on a trip together with 
others having fun – doing business, making an impact – and 
if they want to hop off they can always do so. That is the idea 
of data spaces. It must be as easy as that. 

What will it take to achieve this?

Lars Nagel: To get there we need a big community. We need 
a lot of companies, a lot of projects, a lot of sectoral groups 
to learn from so we have a big pool of data from which we 
can really gain a value-add. We are well on our way to that, 
but we need more. 

Our ecosystems are already large, we have big networks in 
BDVA, IDSA, MyData, and in the FIWARE Foundation. We are 
also responsible for other big networks like the data sharing 
coalition in the Netherlands and many others. 

We now have a community of practice, but we must make 
sure that we really learn from each other, so we don’t create 
silos again. We must use common building blocks; we have 
to make sure all these data spaces are built in a similar way. 
This will not happen overnight. We have to come up with a 
joint road map on how to make this happen. 

In a larger social and political sense, why are data 
spaces so important?

Lars Nagel: We work for the greater good of society, Europe, 
and the world. We are not building data spaces for our own 
self-interest. We are building them to have smart services 
that make peoples’ lives better, make businesses more prof- 
itable, and drive innovation. That is why we do all this. If 
we have community of action, data space interoperability, 
a common framework and then this road map, we will have 
really taken a major step into the future. 

Edward Curry, co-founder and Vice President of 
the Big Data Value Association, Director of 
Insight Centre for Data Analytics
Marianne ter Veen, Director – Lead Data Sharing, INNOPAY
Kaki Kukkaniemi, CEO, MyData
Lars Nagel, CEO, IDSA

Inside IDSA
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IDSA and Gaia-X: 
a shared approach 
that paves the way 
to data sovereignty

  Position Paper of members of the IDS Association 

  Position Paper of bodies of the IDS Association

  Position Paper of the IDS Association

  White Paper of the IDS Association

GAIA-X and IDSPosition Paper | Version 1.0 | December 2020

T he International Data Spaces Association and Gaia-X 
recently showcased the alignment between IDSA’s Re-

ference Architecture Model (IDS-RAM) and Gaia-X principles 
and architecture in an important position paper titled “Gaia-X 
and IDS”. Boris Otto, director at Fraunhofer ISST, was lead 
editor.

Gaia-X forms a distributed data infrastructure as the basis 
of secure data spaces for various application domains such 
as mobility, industry 4.0, and healthcare. The International 
Data Spaces (IDS) initiative makes an integral contribution 
to this by specifying software components in its RAM for 
sharing and exchanging data while maintaining data sover-
eignty. The paper shows how IDS concepts fit into the Gaia-X 
architecture.

Data is the key resource for success in a digital business envi-
ronment. Across this environment, smart services and inno-
vative business processes require the ability to exchange and 
link data securely and easily. IDSA aims to create a trusted 
ecosystem for data sharing and has designed its RAM to help 
realize this vision.

Gaia-X is similarly focused on the goal of secure and sover-
eign data exchange. The new paper shows how the IDS-
RAM provides concepts and solutions contributing both to 
Gaia-X’s overall aims and its specific architecture demands. 
It outlines how Gaia-X has developed ideas and schemes, 
including data storage and cloud-related components, which 
complement the IDS architecture.

Inside IDSA
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Diamonds in 
the rough: the data 
space radar

A s more data spaces are created, 
it’s vital that companies adop-

ting the IDS standard have a snapshot 
of how they and others are progres-
sing towards the possibilities of sover-
eign data sharing.

The data space radar tracks all the 
groups of companies developing data 
spaces based on IDS standards accord- 
ing to their domain and the maturity 
of the solution. The radar – the only 
one of its kind as far – gives companies 
a vivid insight into who is adopting the 
IDS standard, and how.

The effect is threefold: Companies 
feel inspired by others’ progress and 
success and are convinced of the need 
to start thinking in terms of the IDS 
framework; they experience how busi- 
nesses are progressing towards the 
success of their data space solution 
and they are linked to experts that can 
support them in the design of their 
own journey towards IDS adoption.

Inspiring data spaces
The data space radar was born out of 
the need to inspire companies with 
real use cases and track progress 
of the IDS adoption in different do-
mains. At first, it was simply flooded 
with cases. Inevitably though, compa-

nies became curious how others were  
moving down the funnel towards  
going live, and wanted to know more 
about the maturity of each case.

The radar now not only describes  
others’ success in adopting IDS. It 
also enables companies to share and 
connect with each other’s stories, dra-
wing them together in the mission of  
leveraging the potential of sovereign 
data sharing. 

Widening the scope
The data space radar mirrors the 
5-stage process (gathering know- 
ledge – creating a use case – building 
components – final preparation and 
certification – adoption) which com-
panies typically follow when adopting 
innovative technologies. This makes it 
possible to track the progress of each 
use case as it passes down the funnel 
towards going live.

IDSA aims at accelerating adoption 
and helping speed organizations along 
the path to embrace IDS and the fu- 
ture of the data economy. To this end, 
IDSA founded the Data Spaces Busi-
ness Alliance (DSBA) together with the 
Big Data Value Association, FIWARE, 
and Gaia-X.

The DSBA is now venturing into  
Europe, identifying any data space, 
and plotting them on a common DSBA 
radar. This marks a clear evolution of 
the tool, from visualizing best prac- 
tice, to helping identify, characterize, 
and support the most promising data 
spaces out there. 

Into the future
The DSBA radar will be featuring a 
detailed maturity assessment of each 
data space and use case. This will  
stimulate match-making between use 
cases and implementation partners, 
and cement the tool as a key element 
in IDSA’s adoption strategy, thereby 
generating more IDS compliant pro-
jects down the line.

The data space radar will enable ex-
perts to discover and support those 
diamonds in the rough poised to in-
vest in taking their solution live. These 
consortiums will become the literal 
IDS standard bearers of the future, 
exemplifying the new business oppor-
tunities of the data economy.

Inside IDSA
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T he World Bank partnered with the Turkish government 
to explore how data spaces could boost productivity 

and competitiveness in their manufacturing sector. The part-
nership yielded an excellent opportunity for IDSA to present 
a series of workshops on data spaces, on behalf of the World 
Bank and for representatives of the Turkish government, lea-
ding business networks, and multiplying organizations. The 
aim: to clarify how IDSA adoption activities work and enable 
Turkish multiplier organizations to design and facilitate their 
own standardization programs for Turkish companies. 

We met up with Charles Hurpy, Senior Digital Development 
Specialist in the Digital Development Global Practice, and 

Thorsten Huelsmann, CFO of IDSA, to find out about IDSA’s 
involvement in the project, what the workshops set out to 
deliver, and what they achieved.

Charles, how did the World Bank come to partner with 
the Turkish Government?

Charles Hurpy: The World Bank partners with the Turkish 
Government on a variety of subjects and sectors through 
investment projects and technical support. As part of the 
Bank’s technical assistance program in the digital sector, 
we identified the topic of data spaces as potentially highly  
relevant to the digital transformation agenda of the country.

Readying Turkish 
industry for 
the data economy

Inside IDSA
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How did the World Bank bring its benefits to life for 
the Turkish government?

Charles Hurpy: We set out to show them just how game-
changing the innovation resulting from the creative uses of 
data is going to be. We also wanted them to have a clear 
picture of how data access, usage, and sharing – the core el-
ements of many countries’ digital transformation strategies 
– can be achieved safely and efficiently. To do this, we invited 
IDSA to deliver a series of workshops to delve deeper into 
the potential of data spaces.

This sounds like a real opportunity for IDSA and the 
World Bank to equip a national government with the 
knowledge they need to implement data spaces.

Thorsten Huelsmann: It was. Our aim was to show the 
Turks how IDS adoption activities work, so that they can copy 
and implement the processes in Turkey. In a sense we were 
training-the-trainers.

...or training the multipliers?

Thorsten Huelsmann: Exactly. We wanted to shed light on 
the reference implementations and standard descriptions  
which will enable Turkish industrial and IT companies to set 
up decentralized peer-to-peer data-sharing networks. The 
events amounted to a truly synergistic collaboration be-
tween IDSA and Charles’ team at the World Bank.

Charles, can you tell us more about your team? 
How are you positioned in the World Bank? 

Charles Hurpy: The Digital Development Global Practice 
works hand in hand with governments to help create strong 
foundations for the digital economy to thrive. Across the 
World Bank Group, we are working to stimulate demand 
for digital applications, digital skills, and digital platforms to 
support governments, business, and individuals as they par-
ticipate more fully in the digital economy. The supply side is 
also the focus of many of our interventions. We support the 
development of a telecommunications infrastructure, and 
here in particular the development of a data infrastructure.

It seems that IDSA’s activities would be an essential 
component to your mission.

Charles Hurpy: Indeed. IDSA, as a standardization organi- 
zation, were perfectly poised to join us in our partnership 
with Turkey.

Thorsten Huelsmann: It was a great chance for us to bring a 

sense of clarity and possibility into the discussion. And there 
was a sense of urgency to the project too. The Turkish econo-
my plays a major role in global manufacturing ecosystems, 
so it makes sense that they prepare now for the future of 
data ecosystems. In fact, it’s essential if Turkish companies 
are to remain competitive.

Charles Hurpy: When our team conducted a survey of Turk-
ish firms, we found that only 18 percent said they exchange 
data in their industrial ecosystem. The reasons for this, as 
we discovered, are lack of expertise in the data spaces field, 
concerns about data leaks and theft, and, perhaps most im-
portantly, a lack of trust between companies.

Thorsten Huelsmann: There you go. IDSA standards can put 
these doubts to rest, but only if they are adopted at scale. 

Understood. I wonder if we could illuminate exactly 
how IDSA’s adoption activities play out in the market-
place. Charles, you mentioned Setlog as a concrete use 
case. Thorsten, can you tell us any more about how 
they have used data spaces in logistics?

Thorsten Huelsmann: Sure. Setlog are based in Bochum, 
Germany. They use Deutsche Telekom’s Data Intelligence 
Hub (DIH) as a platform to launch a supply chain navigation 
system for global transport chains. They are a great example 
of a company that benefits from IDSA definitions and docu-
mentation related to four key questions: Who can use their 
data? What can they do with it? What data can they use? And 
for how long? 

How does the DIH integrate with IDSA’s standards?

Thorsten Huelsmann: The DIH satisfies the principles 
and high security standards of the IDSA. This means every-
one’s right to informational self-determination is assured 
using transparent, technically suitable methods and proper  
documentation for all process stakeholders. That’s exactly 
the ‘space’ if you’ll excuse the pun, that IDSA want to occupy. 

Amazing. I think we’re getting a good idea of how IDSA 
standards can facilitate data sharing in this new  
economy. Returning to the workshops you delivered for 
the Turkish representatives: What are the next steps?

Thorsten Huelsmann: The outcome of the workshops was 
that the Turkish government representatives want to actively 
work on drafting knowledge transfer activities and programs. 
This shines a light on a clear path into the future.

Inside IDSA
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IDSA position paper 
on data spaces: from 
basic functionality 
to functional
business models

A data space is a perfect platform for secure and 
trusted cross-organizational data exchange. A re- 

cently published 26-page IDSA position paper named  
“New Business Models for Data Spaces Grounded  
in Data Sovereignty” elaborates on the architecture  
underlying such data ecosystems. In addition, it pre- 
sents real-world use cases illustrating how com-
panies can leverage the functional range of data 
spaces to develop new, innovative business models. 

Data spaces are key when it comes to establishing and  
exploiting the potential of data-based business models.  
However, in the era of all-out digital transformation, mar-
ket participants are facing a chicken and egg problem – cus-
tomers want to see products before they buy, and provid-
ers need customers for funding and feedback to develop  
these products in the first place. But even at this early stage, 
a number of data spaces and use cases for data sharing and 
exchange can already be found. 

What was missing until recently, however, was an easy-to- 
read document explaining the basic principles, structures, 
and interrelations regarding data spaces. Closing this gap 
was the main motivation for IDSA to come up with the posi-
tion paper.

Inside IDSA

Discrepancy between initial role concept and 
real-world business requirements
The first section of the position paper introduces the basic 
process of the Business Model Canvas, before it describes 
the technical components and basic conceptual roles of the 
IDS Reference Architecture. Analyzing each of these roles 
(Data Owner, Data Provider, Broker App Store etc.) from a 
business point of view, the authors of the position paper 
conclude that the role concept as defined by the IDS RAM is 
not applicable in real-world business settings, as in such set-
tings each actor typically assumes more than one role. The 
position paper therefore defines nine IDS business roles and 
presents examples of early adopters of each of these roles.

Additive manufacturing and warranty/quality 
management as possible use cases
The IDSA position paper presents a number of data spaces 
and use cases for companies to get inspired and derive their 
own, innovative business models based on IDS. Here are two 
of them:

An example illustrating the “Data Supplier” business role is 
a project conducted by thyssenkrupp, IBM, and Fraunhofer 
ISST, in which the partners jointly developed a prototype of 
a platform for additive manufacturing. The platform uses 
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  Position Paper of bodies of the IDS Association

  Position Paper of the IDS Association

  White Paper of the IDS Association

New Business Models 

for Data Spaces Grounded 

in Data Sovereignty

Position Paper | Sneck preview version | April 2021

IDS technology in combination with blockchain technology 
to achieve a higher degree of automation of the entire 
manufacturing process, while data privacy and data sover-
eignty are ensured for each party involved.

The “Service Provider” business role can be illustrated by a 
project carried out by SAP and Fraunhofer, in which the part-
ners developed a tool for collaborative warranty and quality 
management. The tool allows sharing and exchanging vehi-
cle quality data across the entire value chain, irrespective of 
the data’s relevance for warranty claims.

Inside IDSA
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D ata sharing within factories is a cornerstone of the  
industry 4.0 movement. To succeed, data sharing re-

quires data sovereignty that enables manufacturing compa-
nies to retain control over the collection and usage of their 
data.

The IDSA position paper “Data Sovereignty – Critical Success 
Factor for the Manufacturing Industry” describes how data 
sovereignty supports the manufacturing industry. Some of 
the aims are maintaining competitive advantages, meeting 
customers’ requirements better, and implementing new,  
future-orientated business models.

Making manufacturing 
more productive with  
data sharing

Inside IDSA



61

The opportunity to share data in this way enables data-
centered business models and services. Manufacturers gain 
better knowledge of their customers by sharing confidential 
data. For instance, they may find it’s a win-win to operate a 
machine at a customer’s site and charge a usage fee, rather 
than selling the machine.

Join the IDS industrial community
The industrial community of the IDSA (IDS-I), looks for ways 
to apply IDS technologies to the manufacturing sector based 
on the work of the Plattform Industrie 4.0.

For more information, please download “Data Sovereignty – 
Critical Success Factor for the Manufacturing Industry.” 
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In an increasingly competitive global landscape, manufactu-
ring companies are seeking to improve operations and posi-
tion themselves strategically. This means reducing costs and 
improving quality while simultaneously being flexible and 
agile to meet customers’ needs. Industrie 4.0 is yielding new 
opportunities in this field for new kinds of collaborations 
between companies based on data sharing. 

Trust in data sharing
Imagine that a manufacturing company wants to replace a 
supplier with another supplier that offers better service. The 
company and the new supplier need to easily share their 
data from the very onset of their collaboration. Now imagi-
ne a scalable technology existed in which all parties within a 
network can work effectively together in a secure, standard-
ized, certified, and trusted environment. 

International Data Spaces (IDS) enable just this kind of data 
exchange, in a single trusted and certified ecosystem. The 
IDS Reference Architecture Model defines the concepts: trust 
and security in a data-centered ecosystem and data sover-
eignty for all parties. Data remains decentralized; it’s never 
copied to a centralized cloud or system. Data owners decide 
with whom, how long, and under what conditions they want 
to share their data as well as how their data is used.

If you want to delve deeper and make an active 
contribution, we invite you to join IDS-I. Just send an 
e-mail, subject: “register IDS-I,” to: 
info@internationaldataspaces.org

Inside IDSA
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Instead of gridded headshots lining our screens, we finally 
have a group portrait of the entire team gathered together in 
our head office in Dortmund. 

The global pandemic hit us hard - like millions of employees 
around the world we had to switched to home office over-
night. Members of our international team were already  
accustomed to working abroad but this was different. We  
never realized how crucial our visits to the head office had 
been to our sense of connectedness until our conversations 
were mediated by computers. Work got done, but we won’t 
miss the awkwardness of forgotten mute buttons or the well-
pressed shirt/sweatpants ensemble. 

After countless video calls and virtual events, we were all 
thrilled to see our colleagues in person again. Being together 

Out of lockdown – into the office! “At last, 
 together again” 

in one place is so meaningful in this moment that it had to 
be captured for eternity – simple joy and cautious relief are 
palpable. 

Our colleagues around the globe all experienced the same 
challenges during the lockdown. But now over lunch or at 
the coffee machine, they finally got to hear the in-between 
stories that didn’t make it onto our little screens. Vignettes 
of parenting or baking or unused treadmills bring the team 
together in intangible ways. The smiles in our portrait exude 
more than the joy of being back – one sees the confidence, 
and cohesion of a diverse group of individuals who form an 
incredible team.

We are so grateful to be here again.
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